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Technical Exhibit 16 
Asset & Vulnerability Tracking Resource 

(A&VTR) 
 

The purpose of this exhibit is to provide prospective Service Providers (SP) insight into the 
scope and complexity of this mission. 
 
This Technical Exhibit is a compilation of screen prints from the Department of the Army Asset 
and Vulnerability Tracking Resource (A&VTR) Database. This database is used for Information 
Assurance Vulnerability Alert (IAVA) management and reporting. The purpose of including this 
exhibit is to provide prospective SPs with an idea of the types of information currently required 
for input or to report on IAVAs.  
 
This data was collected from the A&VTR website in early 2005 and may not precisely represent 
the situation at the time of the advertisement of the solicitation. 
 

28 June 2005 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

TECHNICAL EXHIBIT #16 
 
Asset and Vulnerability Tracking Resource (A&VTR) Database is an official Army tool and database used for Information Assurance Vulnerability Alert 
(IAVA) management and reporting.  Technical Exhibit #16 is a compilation of screen prints from the A&VTR to give an idea what information is currently 
required for input or to report on IAVAs. 
 



Account Request 
 

*Note: Fill in ALL required fields (marked with an asterisk) in EVERY tab before submitting!
 

Please select a Unit  
 

 
 

UnitDetailsAddressContact InfoType 

MACOM View  |  RCIO View 

HQDA 
 ARCENT  
 Army Computer Emergency Response Team (A
 AMC  
 NGB  
 Army Test and Evaluation Command (ATEC)  
 CRD TRAINING UNIT  
 USACIDC  
 Department of the Army Inspector General (DAIG
 Directorate of Information Management-NETWO
 Eighth U.S. Army (USAEIGHT)  
 HQ FORSCOM  
 HQ PEO TM  
 HQ USMEPCOM  
 HQDA Holding pen  
 Medical Command (MEDCOM)  
 NETCOM-ANOSC  
 NETCOM-ANOSC (NCR)  
OAA

If you have problems that can't be addressed by the FAQ please contact us.

    MyAVTR Welcome to AVTR. Log 
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Account Request 
 

*Note: Fill in ALL required fields (marked with an asterisk) in EVERY tab before submitting!
 

 

UnitDetailsAddressContact InfoType 
Phone: 

DSN Phone: 

Pager: 

Secure Phone: 

Fax: 

DSN Fax: 

24-7 Contact: 

If you have problems that can't be addressed by the FAQ please contact us.

    MyAVTR Welcome to AVTR. Log 
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Account Request 
 

*Note: Fill in ALL required fields (marked with an asterisk) in EVERY tab before submitting!
 

 

UnitDetailsAddressContact InfoType 
Address (Line 1): 

Address (Line 2): 

Address (Line 3): 

City: 

State:  
(Foreign state/country codes to be included later)
Select One

Zip Code (+4):  

If you have problems that can't be addressed by the FAQ please contact us.

    MyAVTR Welcome to AVTR. Log 
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Account Request 
 

*Note: Fill in ALL required fields (marked with an asterisk) in EVERY tab before submitting!
 

 

UnitDetailsAddressContact InfoType 
*Username:  

*Password:  

*Confirm Password:  
 

***NOTE: Passwords must be at least 10 characters in length 
and contain at least 2 special characters, 2 numeric characters, 

2 lower case characters and 2 upper case characters 
 

*First Name:  

*Last Name:  

*CERT Team Member? Yes

*Percent IA: 0 - 9%

*Email:  

Siprnet Email:  

DMS: 

If you have problems that can't be addressed by the FAQ please contact us.

    MyAVTR Welcome to AVTR. Log 
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Account Request 
 

*Note: Fill in ALL required fields (marked with an asterisk) in EVERY tab before submitting!
 

 

UnitDetailsAddressContact InfoType 

Military 
 

Rank: E-1

MOS: Select Existing MOS

 

 Select and Enter New MOS

  (Number) 

  (Name) 

Government Employee 
 

Rank: GS-1

Series: Select Existing Series

2210

 Select and Enter New Series

  (Series) 

Contractor

Foreign National

If you have problems that can't be addressed by the FAQ please contact us.

    MyAVTR Welcome to AVTR. Log 
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My AVTR 

Alert Categories
Accounts (0)  
Assets (0)  
IAVAs (0)  
Third Party Tools (0)  
Units (0)  
Show All  

Quick Links
Information Page  

Assets

Unit Rollup

With Components: 0
Without Components: 0
Total Assets: 0

Accounts 
Number of Accounts Status
45 ACTIVE
3 DELETED

If you have problems that can't be addressed by the FAQ please contact us.

   MyAVTR Logged in as, Pamela Eckerman
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Asset Browser

 MACOM  RCIO -- Select a Unit --

CENWO 

 

 

 

 

 

 

 

Filter By Name

Filter by Network Component

Include Subordinate Units

My Assets
My Primary (0)  
My Secondary (0)  
Other (0)  

Primary Coverage
No filters available   

Role

Operating System

Noncompliant

Current Filters
You currently have no filters applied 

If you have problems that can't be addressed by the FAQ please contact us.

   MyAVTR Logged in as, Pamela Eckerman
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Add Asset

Asset DetailsAsset CommentNetwork Components 
NetBIOS Name: 

Primary Coverage:  [Select One]

MAC Level: MAC I

 Submit Cancel

If you have problems that can't be addressed by the FAQ please contact us.

   MyAVTR Logged in as, Pamela Eckerman
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Add Asset

Asset DetailsAsset CommentNetwork Components 
Comment: 

 Submit Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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Add Asset

Asset DetailsAsset CommentNetwork Components 
Network Component Listing

IP:  .  .  . 
Update

MAC:  :  :  :  :  : 

 Submit Cancel

If you have problems that can't be addressed by the FAQ please contact us.

   MyAVTR Logged in as, Pamela Eckerman
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[Apply an Asset Template] 

 
   
 

Edit Asset

Asset DetailsCommentAttributesRolesCoverageOSSoftwareNetwork Components 
NetBIOS Name:  NWOFP01.NWO.USACE

Primary Coverage:   All jacques.g.wonder

MAC Level: MAC III

Program: <None> 

    [None Available] AddAdd

Put in Storage: No

Update Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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[Apply an Asset Template] 

*NOTE: Changes in this tab do NOT require you to click the Update button.  
 

 
   
 

Edit Asset

Asset DetailsCommentAttributesRolesCoverageOSSoftwareNetwork Components

There are no registered Software components on this Asset

Add Software

Update Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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[Apply an Asset Template] 

*NOTE: Changes in this tab do NOT require you to click the Update button.  
 

 
   
 

Edit Asset

Asset DetailsCommentAttributesRolesCoverageOSSoftwareNetwork Components 

 Vendor Product Version Min Version Edit Remove
 Microsoft Windows 2000 Advanced Server Edit Remove

Update Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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[Apply an Asset Template] 

*NOTE: Changes in this tab do NOT require you to click the Update button. 
 

 
   
 

Edit Asset

Asset DetailsCommentAttributesRolesCoverageOSSoftwareNetwork Components 

Secondary Coverage

Add/Del Username 24/7 Contact Email

 AddAdd  [Select Type]  

Update Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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[Apply an Asset Template] 

*NOTE: Changes in this tab do NOT require you to click the Update button. 
 

 
   
 

Edit Asset

Asset DetailsCommentAttributesRolesCoverageOSSoftwareNetwork Components 

Role Editor 

Role Add/Delete

File Server Delete 

 [Select a Role] Add 

Update Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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[Apply an Asset Template] 

 
   
 

Edit Asset

Asset DetailsCommentAttributesRolesCoverageOSSoftwareNetwork Components 
Attribute Value
Manufacturer: HP

Model: LP 2000R

Serial Number: US12936076

N/A: 

Update Values

Update Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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[Apply an Asset Template] 

 
   
 

Edit Asset

Asset DetailsCommentAttributesRolesCoverageOSSoftwareNetwork Components 
Comment: 
File/Print Server

Update Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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[Apply an Asset Template] 

*NOTE: Changes in this tab do NOT require you to click the Update button. 
 

 
   
 

Edit Asset

Asset DetailsCommentAttributesRolesCoverageOSSoftwareNetwork Components 

Network Component Listing

IP:  .  .  . 

MAC:  :  :  :  :  : 
Update Cancel

IP:  .  .  . 
Update

MAC:  :  :  :  :  : 

Update Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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Asset Templates
Results per Page: 10

Template 
Name Description Edit Delete Copy

Apply 
To 
Assets

Cisco Router 
2600 2600 Edit Delete Copy Apply

Cisco Router 
3725 Cisco 3725 Edit Delete Copy Apply

Cisco Switch 
2950 2950 Edit Delete Copy Apply

NWO 
Workstations Basic workstation Edit Delete Copy Apply

 
Create New Asset Template

If you have problems that can't be addressed by the FAQ please contact us.
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Add Asset Template

 

Asset Template Name:

Template Description:

 Submit  Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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View Asset Template

[Edit this Asset Template]
[Copy this Asset Template]

Template DetailsAttributesRolesSecondary CoverageOSSoftware 
Asset Template Name: NWO Workstations

Template Unit: CENWO
Primary Coverage: [None][None]

MAC Level: MAC III
Stored: Not Stored

Template Description:

If you have problems that can't be addressed by the FAQ please contact us.
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Edit Asset Template

Template DetailsAttributesRolesSecondary CoverageOSSoftware 

 Vendor Product Version Min Version Edit Remove
 Microsoft Windows 2000 Professional Edit Remove

 Submit  Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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Edit Asset Template

Template DetailsAttributesRolesSecondary CoverageOSSoftware 
Secondary Coverage

Add/Del Username 24/7 Contact Email

 AddAdd  [Select Type]  

 Submit  Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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Edit Asset Template

Template DetailsAttributesRolesSecondary CoverageOSSoftware 
Role Editor 

Role Add/Delete

 [Select a Role] Add 

 Submit  Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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View Asset Template

[Edit this Asset Template]
[Copy this Asset Template]

Template DetailsAttributesRolesSecondary CoverageOSSoftware 
Attribute Value
Manufacturer: <none>
Model: <none>
Serial Number: <none>
N/A: <none>

If you have problems that can't be addressed by the FAQ please contact us.
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Edit Asset Template

Template DetailsAttributesRolesSecondary CoverageOSSoftware 

 Vendor Product Version Min Version Edit Remove
 Adobe Acrobat Reader  Edit Remove

 Microsoft Internet Explorer  Edit Remove

 Symantec Anti Virus Corporate Edition  Edit Remove

 Microsoft Office 2000 Edit Remove

Add Software

 Submit  Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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[Upload a New File]  

AVTR File Inventory

Scan Comment Date Total Assets Matches Delete

1

If you have problems that can't be addressed by the FAQ please contact us.
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AVTR File Inventory

1) To IMPORT ASSETS, create a comma-seperated text file This text file must contain an 
asset's name, plus the MAC address and IP address. Only one asset per line is expected. 
For example... 

Test Asset,192.168.1.1,AA:BB:CC:DD:EE:FF 
Another Test Asset,192.168.1.2,AA:BB:CC:AA:BB:CC  

You may optionally name your file and write a short comment to describe its contents - if 
you choose not to name your file, AVTR will automatically keep the logical name of the file 
you uploaded. 
 
2) To UPLOAD, select the file create above using the buttons below. After you have 
selected the file, click Upload. The selected file must be a text file, or AVTR will be unable 
to decipher the contents of the file, and an error will occur. After you have uploaded the 
selected file, AVTR will inform you as to how many unique assets it found and present you 
with a screen to assist you in migrating those assets into your unit.  
 

Please select the file to load assets from: 
 

 Browse...

 
Enter information about the file batch (optional): 

 
File Name:  

File Comment: 

 
 

    Submit File Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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IAVA Browser

 

 

Search by Keyword

   Go!

Filter by Compliance Date
After Comply By Date (81)  
Before Comply By Date (4)  

Acknowledged
Acknowledged IAVAs (85)  
Not Acknowledged (0)  

Current Filters
Filter by Type: Alert  

  Show 10

Number Type Ack By 
Date Ack Comp By 

Date UR

2005-A-
0001 Alert 1/26/2005 Yes 2/17/2005 Lin

2005-A-
0002 Alert 1/26/2005 Yes 2/17/2005 Lin

2005-A-
0003 Alert 2/1/2005 Yes 2/10/2005 Lin

2005-A-
0004 
(UPDATED)

Alert 2/8/2005 Yes 3/4/2005 Lin

2005-A-
0005 Alert 2/14/2005 Yes 3/11/2005 Lin

2004-A-
0002 Alert 2/28/2004 Yes 3/8/2004 Lin

2004-A-
0004 Alert 3/23/2004 Yes 3/26/2004 Lin

2004-A-
0005 Alert 4/19/2004 Yes 4/29/2004 Lin

2004-A-
0006 Alert 4/14/2004 Yes 4/16/2004 Lin

2004-A-
0007 Alert 4/27/2004 Yes 6/2/2004 Lin

1 2 3 4 5 6 7 8 9

If you have problems that can't be addressed by the FAQ please contact us.
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View IAVA

[View IAVA Unit Report]
[Request MAP]

GeneralIAVA MessageSuperseded IAVAsOperating SystemsSoftware 
IAVA Number: 2005-A-0001

IAVA Type: Alert
IAVA Tier: High/Critical

Acert Category: Acert 1
IAVA Subject: Vulnerability in Cursor and Icon Format Handling (MS05-002)

Acknowledge By Date: 1/26/2005
Acknowledged on 1/24/2005 by Ronald Cook 

Comply By Date: 2/17/2005
Max MAP Length: 30

IAVA URL: https://www.acert.1stiocmd.army.mil/iava/alert/2005/2005-A-0001.htm
IAVA DTG:

If you have problems that can't be addressed by the FAQ please contact us.
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Mitigation Action Plans
 

 

 

MAP Request

 
 

Found: 0  Show   Per Page10

 Name IP/MAC Primary Coverage

1

Request MAP for Selected Assets

If you have problems that can't be addressed by the FAQ please contact us.
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Add Unit

 

Select MACOM Parent:

MACOM ViewMACOM View  |  RCIO ViewRCIO View 

CENWO 
 NWO Black Hills Area  
 NWO Communications  
 NWO Computer Aided Drafting and Design  
 NWO Exchange  
 NWO Fort Crook Area Office  
 NWO Geographical Information Systems  
 NWO Hydrology  
 NWO Information Management - Servers  
 NWO Laboratory  
 NWO Missouri River Region  
 NWO Operations  
 NWO Rapid Response Program Office  
 NWO Rocky Mountain Area Office  
 NWO Tesseract - Contractor  
 NWO UNIX Servers  
 NWO Water Management  
 NWO Workstations 

Select RCIO Parent:

MACOM ViewMACOM View  |  RCIO ViewRCIO View 

Name:

Abbreviation:

Affiliation: BOTH

Unit Reports? Yes

UID:

Latitude: °  0 '  0 "0

Longitude: °  0 '  0 "0

LocaleType: Activity

City:

State: Select a State

Country:

Zip Code (+4):

 
  Add Unit Cancel

   MyAVTR Logged in as, Pamela Eckerman
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ANOSC/ACERT 
 ANOSC  
 ARCENT  
 NGB  
 Army Test and Evaluation Command (ATEC)  
 CIO/G6 NETCOM OPS CELL (READ-ONLY)  
 CONUS-TNOSC  
 CRD TRAINING UNIT  
 Eighth U.S. Army (USAEIGHT)  
 ESTA  
 Information Technology Agency-Information Man
 Medical Command (MEDCOM)  
 RCIO Holding Pen  
 RCIO, Army MWR IT Sys.  
 RCIO-NE  
 RCIO-NW  
 RCIO-SE  
 RCIO-SW  
RCERT-SWA

If you have problems that can't be addressed by the FAQ please contact us.
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Unit Search

Unit Name:   Search Cancel

Any Words All Words Exact Phrase

If you have problems that can't be addressed by the FAQ please contact us.
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Account Search
Select a unit at which to begin your search.

 MACOM  RCIO -- Select a Unit --

CENWO 
 

Search Term:  
Username First Name Last Name Email

 Search Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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Account Details 

 
Edit Account 

Ghost To User 
 

  

GeneralAddressContact InfoTypeUnit/ProgramMy Training 
Class Location Completion Date Level Last Updated
CD-ROM <none> 05/23/2004 1 05/24/2004 

Online (IASO Certification Course) <none> 01/01/2002 1 10/08/2003 

2 Week SA/NM Resident Course Ft. Lewis, WA 05/23/2002 2 12/24/2003 

If you have problems that can't be addressed by the FAQ please contact us.
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Move Unit 
 

Step 2) Please select one or more new parents for your unit. 
MACOM View  |  RCIO View 

HQDA  
 >  U.S. Army Corps of Engineers (USACE)  
 >  CENWD  
 >  CENWO 

 NWO Black Hills Area  
 NWO Communications  
 NWO Computer Aided Drafting and Design  
 NWO Exchange  
 NWO Fort Crook Area Office  
 NWO Geographical Information Systems  
 NWO Hydrology  
 NWO Information Management - Servers  
 NWO Laboratory  
 NWO Missouri River Region  
 NWO Operations  
 NWO Rapid Response Program Office  
 NWO Rocky Mountain Area Office  
 NWO Tesseract - Contractor  
 NWO UNIX Servers  
 NWO Water Management  

MACOM View  |  RCIO View 

ANOSC/ACERT  
 >  U.S. Army Corps of Engineers (USA
 >  CENWD  
 >  CENWO 

 NWO Black Hills Area  
 NWO Communications  
 NWO Computer Aided Drafting and D
 NWO Exchange  
 NWO Fort Crook Area Office  
 NWO Geographical Information Syste
 NWO Hydrology  
 NWO Information Management - Serv
 NWO Laboratory  
 NWO Missouri River Region  
 NWO Offutt Resident Office  
 NWO Operations  
 NWO Rapid Response Program Offic
 NWO Rocky Mountain Area Office  
 NWO Tesseract - Contractor  
NWO UNIX Servers  

       Move Unit Cancel

If you have problems that can't be addressed by the FAQ please contact us.
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